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JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 
B.Tech. in CSE (CYBER SECURITY) 

III & IV YEAR COURSE STRUCTURE & TENTATIVE SYLLABUS (R18) 
 

Applicable From 2020-21 Admitted Batch 
 

III YEAR I SEMESTER 

S. No. Course 
Code Course Title L T P Credits 

1  Design and Analysis of Algorithms 3 0 0 3 
2  Cryptography and Network Security 3 0 0 3 
3  Database Management Systems  3 0 0 3 
4  Formal Languages and Automata Theory 3 0 0 3 
5  Professional Elective - I 3 0 0 3 
6  Professional Elective - II 3 0 0 3 
7  Cryptography and Network Security Lab 0 0 3 1.5 
8  Database Management Systems Lab 0 0 3 1.5 
9  Advanced Communication Skills Lab 0 0 2 1 

10  Intellectual Property Rights 3 0 0 0 
  Total Credits 21 0 8 22 

 
III YEAR II SEMESTER 

S. No. Course 
Code Course Title L T P Credits 

1  Cyber Security  3 1 0 4 
2  Cyber Crime Investigation & Digital Forensics 3 1 0 4 
3  Software Engineering 3 1 0 4 
4  Professional Elective – III  3 0 0 3 
5  Open Elective - I 3 0 0 3 
6  Cyber Security Lab 0 0 3 1.5 
7  Cyber Crime Investigation & Digital Forensics Lab 0 0 3 1.5 
8  Professional Elective – III Lab 0 0 2 1 
9  Environmental Science 3 0 0 0 
  Total Credits 18 3 8 22 

 
IV YEAR I SEMESTER 

S. No. Course 
Code Course Title L T P Credits 

1  Vulnerability Assessment & Penetration Testing   3 0 0 3 
2  Network Management Systems and Operations 2 0 0 2 
3  Professional Elective - IV 3 0 0 3 
4  Professional Elective - V 3 0 0 3 
5  Open Elective - II 3 0 0 3 
6  Vulnerability Assessment & Penetration Testing lab 0 0 2 1 
7  Industrial Oriented Mini Project / Summer Internship 0 0 0   2* 
8  Seminar 0 0 2 1 
9  Project Stage - I 0 0 6 3 

  Total Credits 14 0 10 21 
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IV YEAR II SEMESTER 

S. No. Course 
Code Course Title L T P Credits 

1  Organizational Behaviour 3 0 0 3 
2  Professional Elective - VI 3 0 0 3 
3  Open Elective - III 3 0 0 3 
4  Project Stage - II 0 0 14 7 

  Total Credits 9 0 14 16 
 
*Note: Industrial Oriented Mini Project/ Summer Internship is to be carried out during the summer 
vacation between 6th and 7th semesters. Students should submit report of Industrial Oriented Mini 
Project/ Summer Internship for evaluation. 
 
MC - Environmental Science – Should be Registered by Lateral Entry Students Only. 
MC – Satisfactory/Unsatisfactory. 
 
Professional Elective - I 

 Compiler Design 
 Artificial Intelligence 
 Data warehousing and Data Mining 
 Ad-hoc & Sensor Networks 
 Cloud Computing 

 
Professional Elective - II 

 Ethical Hacking   
 Data Science 
 Distributed Systems   
 Cyber Laws   
 IoT Security    

 
Professional Elective - III 

 Mobile Application Security  
 Machine Learning     
 DevOps  
 Mobile Application Development  
 Blockchain Technology 

 
# Courses in PE - III and PE - III Lab must be in 1-1 correspondence. 
 

Professional Elective - IV 
 Edge Analytics 
 Web & Database Security 
 Computer Security & Audit Assurance 
 Social Media Security 
 Deep Learning 

 
Professional Elective - V 

 Quantum Computing 
 Data Analytics for Fraud Detection 
 5G Technologies 
 Security Incident & Response Management (SOC) 
 Authentication Techniques 

 
Professional Elective – VI 

 Quantum Cryptography 
 IoT Cloud Processing and Analytics 
 Cloud Security 
 Digital Watermarking and Steganography 
 Data Privacy  
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CYBER SECURITY 
 

B.Tech. III Year II Sem.         L   T    P   C 
3    1    0   4 

Course objectives: 
1. To understand various types of cyber-attacks and cyber-crimes 
2. To learn threats and risks within context of the cyber security 
3. To have an overview of the cyber laws & concepts of cyber forensics 
4. To study the defensive techniques against these attacks 

 
Course Outcomes: 

1. Analyze and evaluate the cyber security needs of an organization.  
2. Understand Cyber Security Regulations and Roles of International Law. 
3. Design and develop a security architecture for an organization. 
4. Understand fundamental concepts of data privacy attacks 

 
UNIT - I 
Introduction to Cyber Security: Basic Cyber Security Concepts, layers of security, Vulnerability, 
threat, Harmful acts, Internet Governance – Challenges and Constraints, Computer Criminals, CIA 
Triad, Assets and Threat, motive of attackers, active attacks, passive attacks, Software attacks, 
hardware attacks, Cyber Threats-Cyber Warfare, Cyber Crime, Cyber terrorism, Cyber Espionage, etc., 
Comprehensive Cyber Security Policy. 
 
UNIT - II 
Cyberspace and the Law & Cyber Forensics: Introduction, Cyber Security Regulations, Roles of 
International Law. The INDIAN Cyberspace, National Cyber Security Policy. 
Introduction, Historical background of Cyber forensics, Digital Forensics Science, The Need for 
Computer Forensics, Cyber Forensics and Digital evidence, Forensics Analysis of Email, Digital 
Forensics Lifecycle, Forensics Investigation, Challenges in Computer Forensics 
 
UNIT - III 
Cybercrime: Mobile and Wireless Devices: Introduction, Proliferation of Mobile and Wireless 
Devices, Trends in Mobility, Credit card Frauds in Mobile and Wireless Computing Era, Security 
Challenges Posed by Mobile Devices, Registry Settings for Mobile Devices, Authentication service 
Security, Attacks on Mobile/Cell Phones, Organizational security Policies and Measures in Mobile 
Computing Era, Laptops. 
 
UNIT- IV 
Cyber Security: Organizational Implications: Introduction, cost of cybercrimes and IPR issues, web 
threats for organizations, security and privacy implications, social media marketing: security risks and 
perils for organizations, social computing and the associated challenges for organizations 
 
UNIT - V 
Privacy Issues: Basic Data Privacy Concepts: Fundamental Concepts, Data Privacy Attacks, Data 
linking and profiling, privacy policies and their specifications, privacy policy languages, privacy in 
different domains- medical, financial, etc 
Cybercrime: Examples and Mini-Cases 
Examples: Official Website of Maharashtra Government Hacked, Indian Banks Lose Millions of 
Rupees, Parliament Attack, Pune City Police Bust Nigerian Racket, e-mail spoofing instances. Mini-
Cases: The Indian Case of online Gambling, An Indian Case of Intellectual Property Crime, Financial 
Frauds in Cyber Domain. 
 
TEXT BOOKS: 

1. Nina Godbole and Sunit Belpure, Cyber Security Understanding Cyber Crimes, Computer 
Forensics and Legal Perspectives, Wiley 

2. B.B. Gupta, D.P. Agrawal, Haoxiang Wang, Computer and Cyber Security: Principles, 
Algorithm, Applications, and Perspectives, CRC Press, ISBN 9780815371335,2018. 

REFERENCE BOOKS: 
1. Cyber Security Essentials, James Graham, Richard Howard and Ryan Otson, CRC Press. 
2. Introduction to Cyber Security, Chwan-Hwa(john) Wu,J. David Irwin, CRC Press T&F Group. 
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CYBER CRIME INVESTIGATIONS AND DIGITAL FORENSICS 
 

B.Tech. III Year II Sem.         L   T    P   C 
3    1    0   4 

Course Objectives: To analyze how to conduct a digital forensics investigation and validate forensics 
data.  
 
Course Outcomes: 

1. Understand the fundamentals of cybercrime and issues. 
2. Understand different investigation tools for cybercrime. 
3. Understand basics of Forensic Technology and Practices. 
4. Analyze different laws, ethics and evidence handling procedures. 

 
UNIT - I 
Introduction: Introduction and Overview of Cyber Crime, Nature and Scope of Cyber Crime, Types of 
Cyber Crime: Social Engineering, Categories of Cyber Crime, Property Cyber Crime. 
 
UNIT - II 
Cyber Crime Issues: Unauthorized Access to Computers, Computer Intrusions, White collar Crimes, 
Viruses and Malicious Code, Internet Hacking and Cracking, Virus Attacks, Pornography, Software 
Piracy, Intellectual Property, Mail Bombs, Exploitation, Stalking and Obscenity in Internet, Digital laws 
and legislation, Law Enforcement Roles and Responses. 
 
UNIT - III 
Investigation: Introduction to Cyber Crime Investigation, Investigation Tools, eDiscovery, Digital 
Evidence Collection, Evidence Preservation, E-Mail Investigation, E-Mail Tracking, IP Tracking, E-Mail 
Recovery, Hands on Case Studies. Encryption and Decryption Methods, Search and Seizure of 
Computers, Recovering Deleted Evidences, Password Cracking. 
 
UNIT - IV 
Digital Forensics: Introduction to Digital Forensics, Forensic Software and Hardware, Analysis and 
Advanced Tools, Forensic Technology and Practices, Forensic Ballistics and Photography, Face, Iris 
and Fingerprint Recognition, Audio Video Analysis, Windows System Forensics, Linux System 
Forensics, Network Forensics. 
 
UNIT - V 
Laws and Acts: Laws and Ethics, Digital Evidence Controls, Evidence Handling Procedures, Basics 
of Indian Evidence ACT IPC and CrPC, Electronic Communication Privacy ACT, Legal Policies. 
 

TEXT BOOKS: 
1. Nelson Phillips and Enfinger Steuart, “Computer Forensics and Investigations”, Cengage 

Learning, New Delhi, 2009. 
2. Kevin Mandia, Chris Prosise, Matt Pepe, “Incident Response and Computer Forensics “, Tata 

McGraw -Hill, New Delhi, 2006. 
 
REFERENCE BOOKS: 

1. Robert M Slade,” Software Forensics”, Tata McGraw - Hill, New Delhi, 2005. 
2. Bernadette H Schell, Clemens Martin, “Cybercrime”, ABC – CLIO Inc, California, 2004. 
3. “Understanding Forensics in IT “, NIIT Ltd, 2005. 
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SOFTWARE ENGINEERING 
B.Tech. III Year II Sem.         L   T    P   C 

3    1    0   4 
Course Objectives 

 The aim of the course is to provide an understanding of the working knowledge of the 
techniques for estimation, design, testing and quality management of large software 
development projects. 

 Topics include process models, software requirements, software design, software testing, 
software process/product metrics, risk management, quality management and UML diagrams 

 
Course Outcomes 

 Ability to translate end-user requirements into system and software requirements, using e.g. 
UML, and structure the requirements in a Software Requirements Document (SRD). 

 Identify and apply appropriate software architectures and patterns to carry out high level design 
of a system and be able to critically compare alternative choices.  

 Will have experience and/or awareness of testing problems and will be able to develop a simple 
testing report 

 
UNIT - I 
Introduction to Software Engineering: The evolving role of software, changing nature of software, 
software myths.  
A Generic view of process: Software engineering- a layered technology, a process framework, the 
capability maturity model integration (CMMI), process patterns, process assessment, personal and 
team process models.  
Process models: The waterfall model, incremental process models, evolutionary process models, the 
unified process. 
 
UNIT - II 
Software Requirements: Functional and non-functional requirements, user requirements, system 
requirements, interface specification, the software requirements document.  
Requirements engineering process: Feasibility studies, requirements elicitation and analysis, 
requirements validation, requirements management. 
System models: Context models, behavioral models, data models, object models, structured methods. 
 
UNIT - III 
Design Engineering: Design process and design quality, design concepts, the design model. 
Creating an architectural design: software architecture, data design, architectural styles and patterns, 
architectural design, conceptual model of UML, basic structural modeling, class diagrams, sequence 
diagrams, collaboration diagrams, use case diagrams, component diagrams. 
 
UNIT - IV 
Testing Strategies: A strategic approach to software testing, test strategies for conventional software, 
black-box and white-box testing, validation testing, system testing, the art of debugging. 
Product metrics: Software quality, metrics for analysis model, metrics for design model, metrics for 
source code, metrics for testing, metrics for maintenance.  
 
UNIT - V 
Metrics for Process and Products: Software measurement, metrics for software quality. 
Risk management: Reactive Vs proactive risk strategies, software risks, risk identification, risk 
projection, risk refinement, RMMM, RMMM plan. 
Quality Management: Quality concepts, software quality assurance, software reviews, formal technical 
reviews, statistical software quality assurance, software reliability, the ISO 9000 quality standards. 
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TEXT BOOKS: 
1. Software Engineering, A practitioner’s Approach- Roger S. Pressman, 6th edition, Mc Graw Hill 

International Edition. 
2. Software Engineering- Sommerville, 7th edition, Pearson Education. 
3. The unified modeling language user guide Grady Booch, James Rambaugh, Ivar Jacobson, 

Pearson Education. 
 
REFERENCE BOOKS: 

1. Software Engineering, an Engineering approach- James F. Peters, Witold Pedrycz, John Wiley. 
2. Software Engineering principles and practice- Waman S Jawadekar, The Mc Graw-Hill 

Companies. 
3. Fundamentals of object-oriented design using UML Meiler page-Jones: Pearson Education. 

 
  



R18 B.Tech. CSE (Cyber Security) III & IV Year  JNTU Hyderabad 
 

MOBILE APPLICATION SECURITY (Professional Elective – III) 
 

B.Tech. III Year II Sem.         L   T    P   C 
3    0    0   3 

Course Objectives: This course provides a thorough understanding of mobile platforms, including 
attack surfaces, risk landscape & more. 
 
Course Outcomes: 

1. Understand common mobile application security vulnerabilities. 
2. Define the security controls of multiple mobile operating systems. 
3. Understand and analyze Bluetooth technology.  
4. understand and analyze overview of SMS security and Enterprise security.  

 
UNIT - I  
Top Mobile Issues and Development Strategies: Top Issues Facing Mobile Devices, Physical 
Security , Secure Data Storage (on Disk), Strong Authentication with Poor Keyboards , Multiple-User 
Support with Security, Safe Browsing Environment , Secure Operating Systems, Application Isolation, 
Information Disclosure, Virus, Worms, Trojans, Spyware, and Malware , Difficult Patching/Update 
Process, Strict Use and Enforcement of SSL, Phishing , Cross-Site Request Forgery (CSRF), Location 
Privacy/Security, Insecure Device Drivers, Multi Factor Authentication, Tips for Secure Mobile 
Application Development.  
 
UNIT - II  
WAP and Mobile HTML Security WAP and Mobile HTML Basics, Authentication on WAP/Mobile HTML 
Sites, Encryption, Application Attacks on Mobile HTML Sites, Cross-Site Scripting, SQL Injection, 
Cross-Site Request Forgery, HTTP Redirects, Phishing, Session Fixation, Non-SSL Login, WAP and 
Mobile Browser Weaknesses, Lack of HTTPOnly Flag Support, Lack of SECURE Flag Support, 
Handling Browser Cache, WAP Limitations.  
 
UNIT - III  
Bluetooth Security Overview of the Technology , History and Standards , Common Uses , Alternatives, 
Future, Bluetooth Technical Architecture , Radio Operation and Frequency, Bluetooth Network 
Topology , Device Identification , Modes of Operation , Bluetooth Stack ,Bluetooth Profiles, Bluetooth 
Security Features , Pairing , Traditional Security Services in Bluetooth, Security “Non-Features” , 
Threats to Bluetooth Devices and Networks, Bluetooth Vulnerabilities, Bluetooth Versions Prior to v1.2, 
Bluetooth Versions Prior to v2.1.  
 
UNIT - IV  
SMS Security Overview of Short Message Service, Overview of Multimedia Messaging Service, 
Wireless Application Protocol (WAP), Protocol Attacks, Abusing Legitimate Functionality, Attacking 
Protocol Implementations, Application Attacks, iPhone Safari, Windows Mobile MMS, Motorola RAZR 
JPG Overflow, Walkthroughs, Sending PDUs, Converting XML to WBXML.  
 
UNIT - V  
Enterprise Security on the Mobile OS Device Security Options, PIN, Remote, 346 Secure Local Storage, 
Apple iPhone and Keychain, Security Policy Enforcement, Encryption, Full Disk Encryption, E-mail 
Encryption, File Encryption, Application Sandboxing, Signing, and Permissions, Application 
Sandboxing, Application Signing, Permissions, Buffer Overflow Protection, Windows Mobile, iPhone, 
Android, BlackBerry, Security Feature Summary.  
 
TEXT BOOK:  

1. Mobile Application Security, Himanshu Dwivedi, Chris Clark, David Thiel, TATA McGraw Hill.  
REFERENCE BOOKS:  

1. Mobile and Wireless Network Security and Privacy, Kami S. Makki, et al, Springer. 
2. Android Security Attacks Defenses, Abhishek Dubey, CRC Press.  
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MACHINE LEARNING (Professional Elective – III) 
 

B.Tech. III Year II Sem.         L   T    P   C 
3    0    0   3 

Prerequisites 
1. Data Structures 
2. Knowledge on statistical methods 

 
Course Objectives 

 This course explains machine learning techniques such as decision tree learning, Bayesian 
learning etc. 

 To understand computational learning theory. 
 To study the pattern comparison techniques. 

 
Course Outcomes 

 Understand the concepts of computational intelligence like machine learning  
 Ability to get the skill to apply machine learning techniques to address the real time problems 

in different areas 
 Understand the Neural Networks and its usage in machine learning application. 

 
UNIT - I   
Introduction - Well-posed learning problems, designing a learning system, Perspectives and issues in 
machine learning. Concept learning and the general to specific ordering – introduction, a concept 
learning task, concept learning as search, find-S: finding a maximally specific hypothesis, version 
spaces and the candidate elimination algorithm, remarks on version spaces and candidate elimination, 
inductive bias. 
Decision Tree Learning – Introduction, decision tree representation, appropriate problems for decision 
tree learning, the basic decision tree learning algorithm, hypothesis space search in decision tree 
learning, inductive bias in decision tree learning, issues in decision tree learning. 
 
UNIT - II 
Artificial Neural Networks-1– Introduction, neural network representation, appropriate problems for 
neural network learning, perceptions, multilayer networks and the back-propagation algorithm. 
Artificial Neural Networks-2- Remarks on the Back-Propagation algorithm, An illustrative example: 
face recognition, advanced topics in artificial neural networks. 
Evaluation Hypotheses – Motivation, estimation hypothesis accuracy, basics of sampling theory, a 
general approach for deriving confidence intervals, difference in error of two hypotheses, comparing 
learning algorithms. 
 
UNIT - III 
Bayesian learning – Introduction, Bayes theorem, Bayes theorem and concept learning, Maximum 
Likelihood and least squared error hypotheses, maximum likelihood hypotheses for predicting 
probabilities, minimum description length principle, Bayes optimal classifier, Gibs algorithm, Naïve 
Bayes classifier, an example: learning to classify text, Bayesian belief networks, the EM algorithm. 
Computational learning theory – Introduction, probably learning an approximately correct hypothesis, 
sample complexity for finite hypothesis space, sample complexity for infinite hypothesis spaces, the 
mistake bound model of learning. 
Instance-Based Learning- Introduction, k-nearest neighbour algorithm, locally weighted regression, 
radial basis functions, case-based reasoning, remarks on lazy and eager learning. 
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UNIT- IV 
Genetic Algorithms – Motivation, Genetic algorithms, an illustrative example, hypothesis space 
search, genetic programming, models of evolution and learning, parallelizing genetic algorithms. 
Learning Sets of Rules – Introduction, sequential covering algorithms, learning rule sets: summary, 
learning First-Order rules, learning sets of First-Order rules: FOIL, Induction as inverted deduction, 
inverting resolution. 
Reinforcement Learning – Introduction, the learning task, Q–learning, non-deterministic, rewards and 
actions, temporal difference learning, generalizing from examples, relationship to dynamic 
programming. 
 
UNIT - V 
Analytical Learning-1- Introduction, learning with perfect domain theories: PROLOG-EBG, remarks 
on explanation-based learning, explanation-based learning of search control knowledge. 
Analytical Learning-2-Using prior knowledge to alter the search objective, using prior knowledge to 
augment search operators.  
Combining Inductive and Analytical Learning – Motivation, inductive-analytical approaches to 
learning, using prior knowledge to initialize the hypothesis. 
 
TEXT BOOK: 

1. Machine Learning – Tom M. Mitchell, - MGH. 
 
REFERENCE BOOK: 

1.  Machine Learning: An Algorithmic Perspective, Stephen Marshland, Taylor & Francis. 
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DEVOPS (Professional Elective – III) 
 

B.Tech. III Year II Sem.         L   T    P   C 
3    0    0   3 

Course Objectives: The main objectives of this course are to 
1.  Describe the agile relationship between development and IT operations. 
2.  Understand the skill sets and high-functioning teams involved in DevOps and related methods 

to reach a continuous delivery capability 
3.  Implement automated system update and DevOps lifecycle 

  
Course Outcomes: On successful completion of this course, students will be able to: 

1. Identify components of Devops environment 
2. Describe Software development models and architectures of DevOps 
3.  Apply different project management, integration, testing and code deployment tool 
4.  Investigate different DevOps Software development models 
5.  Assess various Devops practices 
6.  Collaborate and adopt Devops in real-time projects 

  
UNIT - I 
Introduction: Introduction, Agile development model, DevOps, and ITIL. DevOps process and 
Continuous Delivery, Release management, Scrum, Kanban, delivery pipeline, bottlenecks, examples 
  
UNIT - II 
Software development models and DevOps: DevOps Lifecycle for Business Agility, DevOps, and 
Continuous Testing. 
DevOps influence on Architecture: Introducing software architecture, The monolithic scenario, 
Architecture rules of thumb, The separation of concerns, Handling database migrations, Microservices, 
and the data tier, DevOps, architecture, and resilience. 
  
UNIT - III 
Introduction to project management: The need for source code control, The history of source code 
management, Roles and code, source code management system and migrations, Shared 
authentication, Hosted Git servers, Different Git server implementations, Docker intermission, Gerrit, 
The pull request model, GitLab.  
 
UNIT - IV 
Integrating the system: Build systems, Jenkins build server, Managing build dependencies, Jenkins 
plugins, and file system layout, The host server, Build slaves, Software on the host, Triggers, Job 
chaining and build pipelines, Build servers and infrastructure as code, Building by dependency order, 
Build phases, Alternative build servers, Collating quality measures. 
  
UNIT - V 
Testing Tools and automation: Various types of testing, Automation of testing Pros and cons, 
Selenium - Introduction, Selenium features, JavaScript testing, Testing backend integration points, 
Test-driven development, REPL-driven development 
Deployment of the system: Deployment systems, Virtualization stacks, code execution at the client, 
Puppet master and agents, Ansible, Deployment tools: Chef, Salt Stack and Docker  
 
TEXT BOOKS: 

1. Joakim Verona. Practical Devops, Second Edition. Ingram short title; 2nd edition (2018). ISBN-
10: 1788392574. 

2. Deepak Gaikwad, Viral Thakkar. DevOps Tools from Practitioner's Viewpoint. Wiley 
publications. ISBN: 9788126579952. 

  
REFERENCE BOOK: 

1. Len Bass, Ingo Weber, Liming Zhu. DevOps: A Software Architect's Perspective. Addison 
Wesley; ISBN-10.  
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MOBILE APPLICATION DEVELOPMENT (Professional Elective - III) 
B.Tech. III Year II Sem.         L   T    P   C 

3    0    0   3 
Prerequisites: 

1. Acquaintance with JAVA programming. 
2. A Course on DBMS. 

 
Course Objectives: 

 To demonstrate their understanding of the fundamentals of Android operating systems. 
 To improves their skills of using Android software development tools. 
 To demonstrate their ability to develop software with reasonable complexity on mobile platform. 
 To demonstrate their ability to deploy software to mobile devices. 
 To demonstrate their ability to debug programs running on mobile devices. 

 
Course Outcomes: 

 Student understands the working of Android OS Practically. 
 Student will be able to develop Android user interfaces. 
 Student will be able to develop, deploy and maintain the Android Applications. 

 
UNIT - I 
Introduction to Android Operating System: Android OS design and Features – Android development 
framework, SDK features, Installing and running applications on Android Studio, Creating AVDs, Types 
of Android applications, Best practices in Android programming, Android tools 
Android application components – Android Manifest file, Externalizing resources like values, themes, 
layouts, Menus etc, Resources for different devices and languages, Runtime Configuration Changes  
Android Application Lifecycle – Activities, Activity lifecycle, activity states, monitoring state changes 
 
UNIT - II 
Android User Interface: Measurements – Device and pixel density independent measuring UNIT - s 
Layouts – Linear, Relative, Grid and Table Layouts 
User Interface (UI) Components – Editable and non-editable TextViews, Buttons, Radio and Toggle 
Buttons, Checkboxes, Spinners, Dialog and pickers 
Event Handling – Handling clicks or changes of various UI components 
Fragments – Creating fragments, Lifecycle of fragments, Fragment states, Adding fragments to Activity, 
adding, removing and replacing fragments with fragment transactions, interfacing between fragments 
and Activities, Multi-screen Activities  
 
UNIT - III 
Intents and Broadcasts: Intent – Using intents to launch Activities, Explicitly starting new Activity, Implicit 
Intents, Passing data to Intents, Getting results from Activities, Native Actions, using Intent to dial a 
number or to send SMS. Broadcast Receivers – Using Intent filters to service implicit Intents, Resolving 
Intent filters, finding and using Intents received within an Activity. Notifications – Creating and Displaying 
notifications, Displaying Toasts. 
 
UNIT - IV 
Persistent Storage: Files – Using application specific folders and files, creating files, reading data from 
files, listing contents of a directory Shared Preferences – Creating shared preferences, saving and 
retrieving data using Shared Preference 
 
UNIT - V 
Database – Introduction to SQLite database, creating and opening a database, creating tables, inserting 
retrieving and etindelg data, Registering Content Providers, Using content Providers (insert, delete, 
retrieve and update) 
 
TEXT BOOKS: 

1. Professional Android 4 Application Development, Reto Meier, Wiley India, (Wrox), 2012. 
2. Android Application Development for Java Programmers, James C Sheusi, Cengage Learning, 

2013. 
REFERENCE BOOK: 

1. Beginning Android 4 Application Development, Wei-Meng Lee, Wiley India (Wrox), 2013. 
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BLOCKCHAIN TECHNOLOGY (Professional Elective – III) 
 

B.Tech. III Year II Sem.         L   T    P   C 
3    0    0   3 

Prerequisites: 
1. Knowledge in security and applied cryptography. 
2. Knowledge in distributed databases. 

 
Course Objectives: To Introduce block chain technology and Cryptocurrency. 
 
Course Outcomes: 

1. Learn about research advances related to one of the most popular technological areas today. 
2. Understand Extensibility of Blockchain concepts. 
3. Understand and Analyze Blockchain Science. 
4. Understand Technical   challenges, Business model challenges. 

 
UNIT - I 
Introduction: Block chain or distributed trust, Protocol, Currency, Cryptocurrency, How a Cryptocurrency 
works, Crowdfunding. 
 
UNIT - II 
Extensibility of Blockchain concepts, Digital Identity verification, Block chain Neutrality, Digital art, 
Blockchain Environment. 
 
UNIT - III 
Blockchain Science: Gridcoin, Folding coin, Blockchain Genomics, Bitcoin MOOCs. 
 
UNIT - IV 
Currency, Token, Tokenizing, Campuscoin, Coindrop as a strategy for Public adoption, Currency 
Multiplicity, Demurrage currency. 
 
UNIT - V 
Technical challenges, Business model challenges, Scandals and Public perception, Government 
Regulations. 
 
TEXT BOOK: 

1. Melanie Swan, Blockchain Blueprint for Economy, O'reilly. 
 
REFERENCE BOOKS: 

1. Building Blockchain Apps, Michael Juntao Yuan, Pearson Education 
2. Daniel Drescher, Blockchain Basics: A Non-Technical Introduction in 25 Steps 1st Edition 
3. Bradley Lakeman, Blockchain Revolution: Understanding the Crypto Economy of the Future. A 

Non-Technical Guide to the Basics of Cryptocurrency Trading and Investing, ISBN:  
1393889158. 
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CYBER SECURITY LAB 
 

B.Tech. III Year II Sem.         L   T    P    C 
0    0    3   1.5 

Prerequisites: A course on “Network Security and Cryptography”. 
 
Course Objective: To get practical exposure of Cyber security threats and Forensics tools. 
 
Course Outcome: 

1. Get the skill to identify cyber threats/attacks. 
2. Get the knowledge to solve security issues in day to day life. 
3. Able to use Autopsy tools  
4. Perform Memory capture and analysis 
5. Demonstrate Network analysis using Network miner tools 

 
List of Experiments 

1. Perform an Experiment for port scanning with nmap 
2. Set Up a honeypot and monitor the honeypot on the network 
3. Install Jscript/Cryptool tool (or any other equivalent) and demonstrate Asymmetric, Symmetric 

crypto algorithm, Hash and Digital/PKI signatures. 
4. Generate minimum 10 passwords of length 12 characters using open SSL command 
5. Perform practical approach to implement Footprinting-Gathering target information using 

Dmitry-Dmagic, UAtester 
6. Working with sniffers for monitoring network communication (Wireshark). 
7. Using Snort, perform real time traffic analysis and packet logging. 
8. Perform email analysis using the Autopsy tool. 
9. Perform Registry analysis and get boot time logging using process monitor tool 
10. Perform File type detection using Autopsy tool 
11. Perform Memory capture and analysis using FTK imager tool 
12. Perform Network analysis using the Network Miner tool 

 
TEXT BOOKS: 

1. Real Digital Forensics for Handheld Devices, E. P. Dorothy, Auerback Publications, 
2013. 

2. The Basics of Digital Forensics: The Primer for Getting Started in Digital Forensics, J. 
Sammons, Syngress Publishing, 2012. 

 
REFERENCE BOOKS: 

1. Handbook of Digital Forensics and Investigation, E. Casey, Academic Press, 2010. 
2. Malware Forensics Field Guide for Windows Systems: Digital Forensics Field Guides, C. H. 

Malin, E. Casey and J. M. Aquilina, Syngress, 2012. 
3. The Best Damn Cybercrime and Digital Forensics Book Period, J. Wiles and A. Reyes, 

Syngress, 2007. 
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CYBER CRIME INVESTIGATION & DIGITAL FORENSICS LAB 
 

B.Tech. III Year II Sem.         L   T    P    C 
0    0    3   1.5 

Course Objectives: 
1. To provide students with a comprehensive overview of collecting, investigating, preserving, and 

presenting evidence of cybercrime left in digital storage devices, emails, browsers, mobile 
devices using different Forensics tools. 

2. To Understand file system basics and where hidden files may lie on the disk, as well as how to 
extract the data and preserve it for analysis. 

3. Understand some of the tools of e-discovery. 
4. To understand the network analysis, Registry analysis and analyze attacks using different 

forensics tools. 
 
Course Outcomes: 

1. Learn the importance of a systematic procedure for investigation of data found on digital storage 
media that might provide evidence of wrong-doing. 

2. To Learn the file system storage mechanisms and retrieve files in hidden format. 
3. Learn the use of computer forensics tools used in data analysis. 
4. Learn how to find data that may be clear or hidden on a computer disk, find out the open ports 

for the attackers through network analysis, Registry analysis. 
 
List of Experiments 

1. Perform email analysis using the tools like Exchange EDB viewer, MBOX viewer and View 
user mailboxes and public folders, Filter the mailbox data based on various criteria, Search for 
particular items in user mailboxes and public folders 

2. Perform Browser history analysis and get the downloaded content, history, saved logins, 
searches, websites visited etc using Foxton Forensics tool, Dumpzilla. 

3. Perform mobile analysis in the form of retrieving call logs, SMS log, all contacts list using the 
forensics tool like SAFT 

4. Perform Registry analysis and get boot time logging using process monitor tool 
5. Perform Disk imaging and cloning the using the X-way Forensics tools 
6. Perform Data Analysis i.e History about open file and folder, and view folder actions using 

Lastview activity tool 
7. Perform Network analysis using the Network Miner tool. 
8. Perform information for incident response using the crowd Response tool 
9. Perform File type detection using Autopsy tool 
10. Perform Memory capture and analysis using the Live RAM capture or any forensic tool 

 
TEXT BOOKS: 

1. Real Digital Forensics for Handheld Devices, E. P. Dorothy, Auerback Publications, 2013. 
2. The Basics of Digital Forensics: The Primer for Getting Started in Digital Forensics, J. 

Sammons, Syngress Publishing, 2012. 
 
REFERENCE BOOKS: 

1. Handbook of Digital Forensics and Investigation, E. Casey, Academic Press, 2010. 
2. Malware Forensics Field Guide for Windows Systems: Digital Forensics Field Guides, C. H. 

Malin, E. Casey and J. M. Aquilina, Syngress, 2012. 
3. The Best Damn Cybercrime and Digital Forensics Book Period, J. Wiles and A.Reyes, 

Syngress, 2007. 
  



R18 B.Tech. CSE (Cyber Security) III & IV Year  JNTU Hyderabad 
 

MOBILE APPLICATION SECURITY LAB (PE – III Lab) 
 

B.Tech. III Year II Sem.         L   T    P    C 
0    0    2    1 

 
Course Objectives: This course provides a thorough understanding of mobile platforms, including 
attack surfaces, risk landscape & more. 
 
Course Outcomes: 

1. Understand common mobile application security vulnerabilities. 
2. Understand and analyze the apks using different tools. 
3. Understand and implement authentication services.  

 
List of Experiments: 

1. Use the following tools to analyze an apk to detect for any existence of vulnerabilities  
a.    QARK 
b.   DEVKNOX 
c.    OWASP 
d.   DROZER 

2. Implement Authentication: Single Sign-on 
3. Implement Authentication: Two Factor Authentication 
4. Demonstrate how to Detect and Remove Malware from Android Phone 
5. Demonstrate Remote Lock or Wipe 

 
TEXT BOOK:  

1. Mobile Application Security, Himanshu Dwivedi, Chris Clark, David Thiel, TATA McGraw Hill.  
 
REFERENCE BOOKS: 

1. Mobile and Wireless Network Security and Privacy, Kami S.Makki,et al, Springer. 
2. Android Security Attacks Defenses, Abhishek Dubey, CRC Press. 
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MACHINE LEARNING LAB (PE – III Lab) 
 

B.Tech. III Year II Sem.         L   T    P    C 
0    0    2    1 

Course Objective: The objective of this lab is to get an overview of the various machine learning 
techniques and can able to demonstrate them using python. 
 
Course Outcomes: After the completion of the course the student can able to:  

 understand complexity of Machine Learning algorithms and their limitations; 
 understand modern notions in data analysis-oriented computing; 
 be capable of confidently applying common Machine Learning algorithms in practice and 

implementing their own; 
 Be capable of performing experiments in Machine Learning using real-world data. 

 
List of Experiments 

1. The probability that it is Friday and that a student is absent is 3 %. Since there are 5 school 
days in a week, the probability that it is Friday is 20 %. What is theprobability that a student is 
absent given that today is Friday? Apply Baye’s rule in python to get the result. (Ans: 15%) 

2. Extract the data from database using python 
3. Implement k-nearest neighbours classification using python 
4. Given the following data, which specify classifications for nine combinations of VAR1 and VAR2 

predict a classification for a case where VAR1=0.906 and VAR2=0.606, using the result of k-
means clustering with 3 means (i.e., 3 centroids) 

                     VAR1     VAR2     CLASS 
  1.713    1.586       0 
  0.180    1.786       1 
  0.353    1.240       1 
  0.940    1.566       0 
  1.486    0.759       1 
  1.266    1.106       0 
  1.540    0.419       1 
  0.459    1.799       1 
  0.773    0.186       1 

5. The following training examples map descriptions of individuals onto high, medium and low 
credit-worthiness. 

  medium   skiing   design      single   twenties no  -> highRisk 
  high     golf     trading     married  forties  yes -> lowRisk 
  low      speedway transport   married  thirties yes -> medRisk 
  medium   football banking     single   thirties yes -> lowRisk 
  high     flying   media       married  fifties  yes -> highRisk 
  low      football security    single   twenties no  -> medRisk 
  medium   golf     media       single   thirties yes -> medRisk 
  medium   golf     transport   married  forties  yes -> lowRisk 
  high     skiing   banking     single   thirties yes -> highRisk 
  low      golf     unemployed  married  forties  yes -> highRisk 

Input attributes are (from left to right) income, recreation, job, status, age-group, home-owner.  Find the 
unconditional probability of `golf' and the conditional probability of `single' given `medRisk' in the 
dataset? 

6. Implement linear regression using python. 
7. Implement Naïve Bayes theorem to classify the English text 
8. Implement an algorithm to demonstrate the significance of genetic algorithm  
9. Implement the finite words classification system using Back-propagation algorithm 
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DEVOPS LAB (PE – III Lab) 
 

B.Tech. III Year II Sem.         L   T    P    C 
0    0    2    1 

Course Objectives: 
1. Describe the agile relationship between development and IT operations. 
2.  Understand the skill sets and high-functioning teams involved in 
3. DevOps and related methods to reach a continuous delivery capability 
4. Implement automated system update and DevOps lifecycle 

 
Course Outcomes: 

1. Identify components of Devops environment 
2. Apply different project management, integration, testing and code deployment tool 
3.  Investigate different DevOps Software development, models 
4. Demonstrate continuous integration and development using Jenkins. 

  
List of Experiments: 

1. Write code for a simple user registration form for an event. 
2. Explore Git and GitHub commands. 
3. Practice Source code management on GitHub. Experiment with the source code written in 

exercise 1. 
4. Jenkins installation and setup, explore the environment. 
5. Demonstrate continuous integration and development using Jenkins. 
6. Explore Docker commands for content management. 
7. Develop a simple containerized application using Docker. 
8. Integrate Kubernetes and Docker 
9. Automate the process of running containerized application developed in exercise 7 using 

Kubernetes. 
10. Install and Explore Selenium for automated testing. 
11. Write a simple program in JavaScript and perform testing using Selenium. 
12. Develop test cases for the above containerized application using selenium. 

 
TEXT BOOKS: 

1. Joakim Verona. Practical Devops, Second Edition. Ingram short title; 2nd edition (2018). 
ISBN-10: 1788392574 

2. Deepak Gaikwad, Viral Thakkar. DevOps Tools from Practitioner's Viewpoint. Wiley 
publications. ISBN: 9788126579952 

  
REFERENCE BOOKS / LEARNING RESOURCES: 

1. Len Bass, Ingo Weber, Liming Zhu. DevOps: A Software Architect's Perspective. Addison 
Wesley 

2. Edureka DevOps Full Course - https://youtu.be/S_0q75eD8Yc 
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MOBILE APPLICATION DEVELOPMENT LAB (PE - III Lab) 
 

B.Tech. III Year II Sem.         L    T    P    C 
0    0    2     1 

Course Objectives: 
1. To learn how to develop Applications in android environment. 
2. To learn how to develop user interface applications. 
3. To learn how to develop URL related applications. 

 
Course Outcomes: 

1. Students understand the working of Android OS Practically. 
2. Students will be able to develop user interfaces. 
3. Students will be able to develop, deploy and maintain the Android Applications. 

 
List of Experiments: 
1. Create an Android application that shows Hello + name of the user and run it on an emulator. 
(b) Create an application that takes the name from a text box and shows hello message along with the 
name entered in text box, when the user clicks the OK button. 
 
2. Create a screen that has input boxes for User Name, Password, Address, Gender (radio buttons for 
male and female), Age (numeric), Date of Birth (Date Picket), State (Spinner) and a Submit button. On 
clicking the submit button, print all the data below the Submit Button. Use (a) Linear Layout (b) Relative 
Layout and (c) Grid Layout or Table Layout. 
 
3. Develop an application that shows names as a list and on selecting a name it should show the details 
of the candidate on the next screen with a “Back” button. If the screen is rotated to landscape mode 
(width greater than height), then the screen should show list on left fragment and details on right 
fragment instead of second screen with back button. Use Fragment transactions and Rotation event 
listener. 
 
4. Develop an application that uses a menu with 3 options for dialing a number, opening a website and 
to send an SMS. On selecting an option, the appropriate action should be invoked using intents. 
 
5. Develop an application that inserts some notifications into Notification area and whenever a 
notification is inserted, it should show a toast with details of the notification. 
 
6. Create an application that uses a text file to store user names and passwords (tab separated fields 
and one record per line). When the user submits a login name and password through a screen, the 
details should be verified with the text file data and if they match, show a dialog saying that login is 
successful. Otherwise, show the dialog with Login Failed message. 
 
7. Create a user registration application that stores the user details in a database table. 
 
8. Create a database and a user table where the details of login names and passwords are stored. 
Insert some names and passwords initially. Now the login details entered by the user should be verified 
with the database and an appropriate dialog should be shown to the user. 
 
9. Create an admin application for the user table, which shows all records as a list and the admin can 
select any record for edit or modify. The results should be reflected in the table. 
 
10. Develop an application that shows all contacts of the phone along with details like name, phone 
number, mobile number etc. 
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11. Create an application that saves user information like name, age, gender etc. in shared preference 
and retrieves them when the program restarts. 
 
12. Create an alarm that rings every Sunday at 8:00 AM. Modify it to use a time picker to set alarm time. 
 
13. Create an application that shows the given URL (from a text field) in a browser 
 
TEXT BOOKS: 

1. Professional Android 4 Application Development, Reto Meier, Wiley India, (Wrox), 2012. 
2. Android Application Development for Java Programmers, James C Sheusi, Cengage Learning, 

2013. 
 
REFERENCE BOOK: 

1. Beginning Android 4 Application Development, Wei-Meng Lee, Wiley India (Wrox), 2013. 
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BLOCKCHAIN TECHNOLOGY LAB (PE – III Lab) 
 

B.Tech. III Year II Sem.         L    T    P    C 
0    0    2     1 

Prerequisites: 
1. Knowledge in Basics of JavaScript /Java for Hyperledger Fabric. 
2. Basics of Solidity for ETH. 

 
Course Objectives: 

1. To learn the basic blockchain applications. 
2. To be familiar with the blockchain lab setup. 

 
Course Outcomes: Able to work in the field of blockchain technologies. 
 
List of Experiments 

1. Setup Metamask in the System and Create a wallet in the Metamask with Test Network. 
2. Create multiple accounts in Metamask and perform the balance transfer between the accounts 

and describe the transaction specifications. 
3. Setup the Ganache Tool in the system. 
4. Create a custom RPC network in Metamask and connect it with Ganache tool and transfer the 

ether between ganache accounts. 
5. Write a smart contract using a solidity program to perform the balance transfer from contract to 

other accounts. 
6. Write a solidity program to perform the exception handling. 
7. Setup the Hyperledger Fabric Network with 2 Organizations 1 Peer Each in the system. 
8. Create a channel called mychannel, carchannel in the deployed network. 
9. Take the existing Fabcar smart contract and add a new function to query the car on the basis 

of person name and deploy the smart contract on the Hyperledger Fabric Network. 
10. Write an SDK program to query the person details from the deployed smart. 

 
TEXT BOOK: 

1. Blockchain Blueprint for Economy by Melanie Swan 
 
REFERENCE BOOK: 

1. Blockchain Basics: A Non-Technical Introduction in 25 Steps 1st Edition, by Daniel Drescher. 
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ENVIRONMENTAL SCIENCE 
 

B.Tech. III Year II Sem.         L   T    P   C 
3    0    0   0 

Course Objectives: 
 Understanding the importance of ecological balance for sustainable development. 
 Understanding the impacts of developmental activities and mitigation measures 
 Understanding the environmental policies and regulations  

 
Course Outcomes: Based on this course, the Engineering graduate will understand /evaluate / develop 
technologies on the basis of ecological principles and environmental regulations which in turn helps in 
sustainable development  
 
UNIT - I  
Ecosystems: Definition, Scope and Importance of ecosystem. Classification, structure, and function of 
an ecosystem, Food chains, food webs, and ecological pyramids. Flow of energy, Biogeochemical 
cycles, Bioaccumulation, Biomagnification, ecosystem value, services and carrying capacity, Field 
visits. 
 
UNIT - II   
Natural Resources: Classification of Resources:  Living and Non-Living resources, water 
resources: use and over utilization of surface and ground water, floods and droughts, Dams: benefits 
and problems. Mineral resources: use and exploitation, environmental effects of extracting and using 
mineral resources, Land resources: Forest resources, Energy resources: growing energy needs, 
renewable and non renewable energy sources, use of alternate energy source, case studies.  
 
UNIT - III  
Biodiversity And Biotic Resources: Introduction, Definition, genetic, species and ecosystem 
diversity. Value of biodiversity; consumptive use, productive use, social, ethical, aesthetic and optional 
values. India as a mega diversity nation, Hot spots of biodiversity. Field visit. Threats to biodiversity: 
habitat loss, poaching of wildlife, man-wildlife conflicts; conservation of biodiversity: In-Situ and Ex-situ 
conservation.  National Biodiversity act.  
 
UNIT - IV  
Environmental Pollution and Control Technologies: Environmental Pollution: Classification of 
pollution, Air Pollution: Primary and secondary pollutants, Automobile and Industrial pollution, Ambient 
air quality standards. Water pollution:  Sources and types of pollution, drinking water quality standards. 
Soil Pollution: Sources and types, Impacts of modern agriculture, degradation of soil. Noise Pollution: 
Sources and Health hazards, standards, Solid waste: Municipal Solid Waste management, 
composition and characteristics of e-Waste and its management. Pollution control technologies:  
Wastewater Treatment methods: Primary, secondary and Tertiary.  
Overview of air pollution control technologies, Concepts of bioremediation. Global Environmental 
Problems and Global Efforts: Climate change and impacts on human environment. Ozone depletion 
and Ozone depleting substances (ODS). Deforestation and desertification.  International conventions / 
Protocols: Earth summit, Kyoto protocol, and Montréal Protocol.  
 
UNIT - V  
Environmental Policy, Legislation & EIA: Environmental Protection act, Legal aspects Air Act- 1981, 
Water Act, Forest Act, Wild life Act, Municipal solid waste management and handling rules, biomedical 
waste management and handling rules, hazardous waste management and handling rules. EIA: EIA 
structure, methods of baseline data acquisition. Overview on Impacts of air, water, biological and Socio-
economical aspects. Strategies for risk assessment, Concepts of Environmental Management Plan 
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(EMP). Towards Sustainable Future: Concept of Sustainable Development, Population and its 
explosion, Crazy Consumerism, Environmental Education, Urban Sprawl, Human health, 
Environmental Ethics, Concept of Green Building, Ecological Foot Print, Life Cycle assessment (LCA), 
Low carbon life style. 
 
TEXT BOOKS: 

1. Textbook of Environmental Studies for Undergraduate Courses by Erach Bharucha for 
University Grants Commission. 

2. Environmental Studies by R. Rajagopalan, Oxford University Press. 
 
REFERENCE BOOKS: 

1. Environmental Science: towards a sustainable future by Richard T. Wright. 2008 PHL Learning 
Private Ltd. New Delhi. 

2. Environmental Engineering and science by Gilbert M. Masters and Wendell P. Ela. 2008 PHI 
Learning Pvt. Ltd.  

3. Environmental Science by Daniel B. Botkin & Edward A. Keller, Wiley INDIA edition. 
4. Environmental Studies by Anubha Kaushik, 4th Edition, New age international publishers. 
5. Text book of Environmental Science and Technology - Dr. M. Anji Reddy 2007, BS Publications. 

  


